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ABSTRACT

Due to the large amount of data flowing across internet, there is a need to safeguard
the transmission of sensitive data, specifically in the field of utmost security and
privacy. Data hiding significantly contributes to protect the sensitive information by
embedding the data inside a cover media in such a way that is undetectable to human
eyes. Due to the low contrast of medical images, it often suffers from distortion after
embedding the data. In order to resolve this, most of the researchers incorporate image
segmentation to segment the medical image into Region OF Interest (ROI) and NROI
(Non-Region Of Interest). This helps in performing the selective embedding based on
the features of different regions. However, existing methods suffer from accurately
separating the ROI from the rest of the medical image, which can impact the data

hiding performance.

Therefore, in order to solve this problem, this report introduces an improved UNet 3+
architecture, which is based on UNet framework. It overcomes the discrepancies faced
by the base UNet model with the ground truth segmented mask. This enhanced
network integrates residual blocks at both encoder and decoder to handle gradient
degradation problem in deep neural network, incorporates attention module to focus
on relevant features and reduces redundant skip connections to reduce computational
complexity. The improved model has been evaluated on publicly available PH2 skin
lesion dataset and achieved an accuracy of 96.79 %, dice score of 93.72 % and jaccard
index of 96.97 % on test data. The model surpasses other state-of-the-art UNet models

for skin lesion segmentation.

After segmenting the ROI, a conventional data hiding method has been used for
selective embedding based on the local complexity of the pixels. This local
complexity helps in embedding only in smoother region of the ROI to reduce the
distortion. The embedding capacity is kept low to avoid affecting the most critical
region but the visual quality of stego image has been enhanced with PSNR of 33.08
dB and SSIM value of 0.9893.
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CHAPTER 1
INTRODUCTION

In this chapter, a brief overview has been presented to introduce the significance of
image segmentation and data hiding in medical images, followed by a detailed
explanation of different image segmentation and data hiding techniques. After the
theoretical explanation, the background details of the existing image quality and
security problem have been discussed before presenting the problem statement of the
proposed project work. The chapter concluded by highlighting the objectives of the

project and the project organization details.

1.1 BRIEF OVERVIEW

In the current digital era, it is vital to safeguard sensitive and significant data,
especially in the medical sciences where patient confidentiality is of utmost
importance. In this regard, data hiding has emerged as a powerful technique that
addresses this need by embedding information within a host media in a way that is
invisible to the naked eyes. Since the current work aims at data hiding in low contrast
medical images with an intention of improving medical data security and privacy
without distorting the image much as it is mostly applied in the medical field, it is

important to improve its quality.

The primary purpose of using the medical images as host media is to protect the large
and sensitive medical information of patients. This is very dangerous as private
information of patient can be exposed, hence, lead to high risk of invasion of patient’s

privacy and reduced trust.

3The current work has explored the significance of image segmentation in the field of
data hiding, techniques to increase segmentation accuracy, and methods to effectively
implement data hiding for medical imaging. This research seeks to contribute to the
ongoing efforts in the domain of medical data security and confidentiality as explored
the significance of image segmentation in data hiding field, techniques to increase the
segmentation accuracy and method to implement hiding of data for the medical

imaging effectively.
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1.2 BACKGROUND

In this section, a comprehensive discussion on image segmentation is provided,
detailing its various types and techniques. The section also offers an overview of the
concept of data hiding, including its different types. Finally, the applications of

segmentation-based data hiding are explored in various contexts.

1.2.1 IMAGE SEGMENTATION

Image segmentation is an important aspect of image processing in which an image is
divided into homogeneous regions with an objective to get the ROI from its
surrounding background (NROI). It is the process of identifying specific regions
within an image that are considered important for analysis. These regions could
include objects, structures, and areas of high importance in the context of a particular
application. In the context of biomedical imaging, segmentation helps in proper
diagnosis and timely treatment planning by isolating the infected area from irrelevant

background details.

e TYPES OF SEGMENTATION

Image segmentation is divided into three broad categories as shown Fig. 1.1 based on

the type and amount of information that are extracted from the image:

Segmentation

Instance Semantic Panoptic

Fig. 1.1: Types of Image Segmentation

Instance Segmentation detects and segments each object in an image. It works like
object detection with the goal of segmenting the boundaries of different objects. The
algorithm has no idea about the class of the region, it’s just separates the overlapping
objects. Semantic segmentation is the process of assigning a class label to every pixel
in an image. It includes classification, which makes prediction for whole input. Then,

localization, which provide different classes with the additional information regarding
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the spatial location of those classes. At last, fine-grained inference is achieved by
making dense predictions labels for every pixel. The Panoptic Segmentation is a
grouping of both. It gives class label to each pixel and then identify each object
instance in the image. This type of segmentation is used in computer vision
applications where the model need to detect and interact with the different objects in
the surrounding world like autonomous robots.

The selection of which type of segmentation will be used depend upon the application.
For example, for diagnosing disease in a medical image, precise identification and
localization of abnormalities is needed, which can be achieved by using semantic

segmentation.

e IMAGE SEGMENTATION TECHNIQUES

Various image segmentation methods has been displayed in Fig. 1.2, segregated based

Local
Thresholding
Global

Region Growing

on the underlying approach.

iti method
P Tﬁgt'ﬁ'ggf ! Region Based
Region Splitting
and Merging

Edge Detection

Grabcut

SVM
Machine Learning
Methods

Clustering

Image Segmentation
Techniques
|
4

FCN

Dilated

Convolution [ DeepLab Versions

Deep Learning

Based Methods SegNet
Encoder-Decoder {

A 4

based models

UNet Versions

GAN

Fig. 1.2: Classification of Image Segmentation Techniques

Over a period of time, different techniques for each type of image segmentation,
beginning with the classic traditional methods which primarily concentrated on

extracting information from images, often required human intervention. But extracting
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high-level semantic information from images proved to be challenging. Hence, it was
followed with usage of Machine Learning (ML) models that helped in preserving
semantic information. But these algorithms were unable to provide good results with
large datasets. In modern years, Deep Learning (DL) techniques have gained
popularity due to large size image datasets and provided an opportunity to deal with

such challenges.

e TRADITIONAL METHODS

These segmentation techniques depend upon two essential aspects within images, i.e.
discontinuity and similarity. The different types of traditional techniques have been
briefly described below:

1) Thresholding
It is one of the primary method for image segmentation. A threshold value is used to
divide an image into distinct regions.
1. Global Thresholding- In this method, only one threshold value is used, as the
difference between the foreground and background pixel is very large.
2. Local Thresholding-In this method, different regions of an image are

segmented by using different threshold values.

2) Region Based Segmentation

This method works by comparing pixels with its neighbouring pixels on the basis of
some parameters like color, texture, intensity and then divides the region based on
similarities.

1. Region Growing Method- In this method, some pixels are selected as a seed
particles. Then, the seed particles are assigned to the same region, if they have
the same characteristics. This process continues until all the seed particles
which has the same value assigned to a same region.

2. Region Splitting and Merging- Quad-tree based segmentation is an example
of this method, where the region is partitioned into four quadrants and then

merging is done until no further splitting is possible.
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3) Edge Detection

Objects in an image are outlined with clear edges and corners, making sure each object
has its own space separate from others, with noticeable lines or borders in between.
The objective of edge detection method is to find these edges. Edge detection method
identifies and separates the edges of an image. It marks the boundaries of the objects.
Some of the edge detector used are Canny edge detector, Sobel edge detector, and
Shen-Castan detector.

4) GrabCut

GrabCut is a widely utilized graph-based image segmentation technique renowned for
its simplicity and accuracy in implementation. Its fundamental concept involves

representing an image as a network diagram (Graph) as described in Fig. 1.3.

(a) Onginal image

{e)Cut

@8 Background Termingt o Object Terminal B
Fig. 1.3: GrabCut Segmentation

Initially, the user is required to designate foreground and background samples. The
method then calculates the distance between image points based on the user-supplied
foreground and background pixels, as well as the distance between the image points
themselves. Further, the energy weight values for each of the edge of a graph is
calculated by combining these distances linearly. Then, the minimum energy value for
splitting the edges within the graph is find out to get the resultant segmented graph. As
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a result of this methodology, GrabCut tends to produce segmentation outcomes that

are more comprehensive and exhibit natural boundaries compared to other methods.

e MACHINE LEARNING METHODS

The machine learning algorithm is capable of learning from training data and
automatically extracting meaningful features. The two mostly used models Support
Vector Machine (SVM) and Clustering have gained importance in the field of image
segmentation. SVM is a supervised learning algorithm which requires labelled data
whereas Clustering is an unsupervised learning algorithm which identifies patterns and

groups within unlabelled dataset.

1) Support Vector Machine (SVM)

As demonstrated in Fig. 1.4, a SVM classifier, can be used for image segmentation.
Class 1 can be the object in an image and Class 2 can be the background of the image.
Support Vectors are the points that are deemed to be nearest to hyperplane, act as a
separator between the two classes. They are used for finding the best hyperplane that
would be used to classify data in one class from the other in the feature space. SVM is
trained using features vectors like gradient information, texture descriptors, color
histogram of images and prepared a labelled dataset with corresponding ground truth.
A suitable kernel function is selected based on the data characteristics. For every pixel,
SVM classifier determine whether it is the foreground / background pixel. Once

trained, this classifier can be used to determine segmentation masks for new images.

| ‘ Class 1
‘ ‘ Class 2

Sel ‘ ‘ Support Vector
.\ ‘ Support Vector

Fig. 1.4: SVM Classifier
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2) Clustering

Clustering is a technique where entities are grouped together into clusters based on
their shared characteristics. Each cluster is made up of data points that are more similar
to one another than those in other clusters. Most commonly used clustering technique
used for segmentation is Fuzzy based clustering. It combines geometric analysis with
fuzzy logic. Radial lines are drawn from a central point within an image. Along these
lines, the significant changes in image characteristics such as intensity, color or texture
are find out using the membership function of fuzzy logic, which assign a degree of
belonging to each point based on these characteristics. These changes help in
separating boundaries or Region of Interest. This approach enhances partition
compactness in segmentation results by ensuring contiguous regions based on spatial

relationships and similarity to characteristics features.

e DEEP LEARNING METHODS

Image segmentation techniques have been greatly impacted by the use of Deep
Learning (DL) models in the past few years and these techniques are powered with
high accuracy. It uses training of neural networks for image segmentation so that they
can identify which features are important in an image. These technique do not rely on
the customized function like in traditional methods. These methods provide good
results in terms of accuracy and time. Deep learning methods work exceptionally well
with large datasets. This section discusses about some of the most effective DL models

for image segmentation.

1) Fully Convolutional Network (FCN)

FCN's convolutional layers generate a segmentation map that matches the input image
of the same size. It is used as a baseline model to develop other neural networks for
segmentation based on deep learning. The most common FCN network used for image
segmentation is AlexNet displayed in Fig. 1.5. The first two layer L1 and L2 are the
convolution, ReLu, Max Pooling and normalization. The third L3 and fourth L4 layer
performed only convolution and ReLu operations. L5 is same as L1 except it does not

perform normalization. It also convert the output to the long vector for the L6 and L7
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layers, which are the fully connected layer. The Final layer is L8 or Softmax layer

which gives a label for each pixel of the input image.

Input Data L1 L2 L3 L4 L5 L6 L7 L8

13X 13X 354 13X 13X 354 13 X 13 X 256

27 X 27 X 256

55X 55X 06 1000

22T X 22T X3 4008 4008

Fig. 1.5: FCN-AlexNet

2) Dilated Convolutional Segmentation model

In this model, a dilation rate gets added to the convolutional layer. This increases the
receptive field size without any increase in computational cost. One of the most
prominent dilated convolutional model used for image segmentation is DeeplLab
family. These models are combination of Convolutional Network and probabilistic
models like CRFs and MRFs.

3) Encoder-Decoder Models

These are the convolution network consisting of two parts- i) encoder part, made up of
convolution and pooling layer which extract high-dimensional features maps
containing the sematic information and ii) decoder part generates segmentation masks
using deconvolutional and unpooling layers. Two most commonly used encoder-
decoder models are as follows:

1. SegNet- The convolutional encoder-decoder model is employed for semantic
segmentation at pixel level. SegNet as shown in Fig. 1.6, consist of encoder
network, made up of simple convolution, followed by BN and Relu
activation function. Dropout Layer has been used in the model to prevent
overfitting. Each encoder block has a corresponding decoder block. A
Softmax layer is employed at the network's end for final pixel-wise
classification to generate the segmentation mask. MaxPooling layer maintains
translation invariance with respect to small shifts in the spatial position of
features within the input image. During the UpSampling, the output of
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MaxPooling layer from the corresponding encoder block are used but it

ignores neighboring information during decoding.

___—Pooling Indices _

Output
Segmentation
Map

Input *
Image

Fig. 1.6: SegNet Architecture

2. UNet- To enhance the accuracy of pixel positioning, skip connections were
introduced in encoder-decoder model. As deep neural networks grow in
depth, their performance tends to decrease. UNet is a novel approach called
long skip connections model that transmit and cascade features from encoder
to decoder layer that corresponds them, enabling the capture of fine-grained
image details as illustrated as Fig. 1.7.

Ha o

TR E:

| =
Ema

Fig. 1.7: UNet Architecture

UNet has become widely adopted in medical image segmentation research. The U-
Shaped structure help in capturing fine details at low-level spatial dimension. U-Net
can be used for low training data, because the skip connections allow the use of feature

maps from contracting path directly into the expansive path.

4) Generative Adversarial Neural Models
Adversarial Neural Models consists of two networks as presented in Fig. 1.8, a
Generator and a Discriminator, which contend with one another in order to get better
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their performance. The generator which is the input produces data by taking it and
synthetic data samples while the discriminator or the binary classifier in the model is
able to distinguish the real data sample with fake data samples. During training,
generator tries to fool discriminator by providing indistinguishable samples, while the
discriminator tries its ability to discern between authentic and counterfeit samples.

GAN proved as a powerful framework to work with realistic data.

INPUT
IMAGE

Generative Network Prediction

\ Real
Discriminator Network  —

Ground / Fake

Truth

Fig. 1.8: GAN Basic Model

These Generative and Discriminator network can be built on any suitable SOTA

architecture depending on the application and performance.

The application and the degree to which a given segmentation technique aids in precise
image segmentation determine which technique is best.

1.2.2 DATA HIDING

It involves concealing information in a host medium to prevent uninvited recipients
from finding it. The host media can be restored without any data loss after extracting
the embedded data from Data Hiding. The conceptual diagram has been shown in Fig.
1.9.

Cover Image Embedding of Secret

Secret Information Information R

Stego Image

Cover Image i
. K Extraction and Recovery
Secret Information

Fig. 1.9: Data Hiding
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It is applied to numerous fields, including law, medical, and military imagery. Two
key characteristics of Data Hiding —its ability to embed data and its
imperceptibility—are used to gauge its effectiveness. Imperceptibility is a measure of
how closely the cover and stego (image after extraction) images match. The payload
or embedded capacity describes the amount of information that can be hidden in the
cover image. Capacity and imperceptibility are frequently traded off; extra embedding
may raise the chance of detection or host medium deterioration. The main goal is to

maintain this trade-off to ensure robust data hiding.
The following are the three techniques used for hiding data:

e Steganography
The technique of embedding data in pictures, sounds, or videos is used to hide its

existence. The most widely used technique is called Least Significant Bit (LSB), and

it involves changing an image's pixel values' least significant bit.

¢ Digital Watermarking

This method is used to certify authenticity or ownership of digital media by embedding
information (watermark) into it. The watermark should be resistant to different kinds

of processing and attacks and can be either visible or invisible.

e Reversible data hiding (RDH)

RDH makes it possible to fully restore the original host medium following the
extraction of the embedded data. This is important because original data integrity is
critical in fields like medical imaging. Prediction Error Expansion given by Sachnev
et al. [48]. is the most popular technique for reversible data hiding. It calculate the
difference between the predicted value calculated using correlation of neighbouring
pixels and the actual pixel selected for embedding. They are used for shifting the
prediction error histogram pixels and this difference is known as the prediction error.
It is done in this manner that the original picture and hidden message can be retrieved

without any loss.
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1.2.3 APPLICATION OF SEGMENTATION BASED DATA HIDING

The Segmentation based Data Hiding approach is applicable in numerous areas of
practice since it is capable of hiding data in particular areas of interest without the

necessity of covering the entire image. Below are the some of the listed applications:

e Medical Imaging

Purpose: It may be necessary to hide some crucial clinical information such as patient’s
data or any other related data.

Application: It involves the process of placing the patient profile or other details of

additional diagnosis into the segmented picture without distorting the overall image.

e Forensic Imaging

Purpose: There are some areas in an image which are more informative or significant
compared to other areas of an image, for instance facial regions/marks of an object.
Application: Any data within the ROI but also concealing other information connected
to investigation or any data within the ROI while still maintaining the integrity of the

complete forensic image.

o Satellite and Remote Sensing

Purpose: The satellite images or images captured using remote sensing instruments
may contain some areas of interest like geographical features.

Application: The other possible information such as the geospatial coordinates or
region details to the ROI of the satellite images. This is especially helpful if one needs
the privilege to be able to pull up data or analyse data that was saved in the database

at some point in the past.

1.3 QUALITY AND SECURITY CONCERNS IN MEDICAL IMAGES

The healthcare sector requires the storage, analysis, and retrieval of extensive
historical medical imaging data over prolonged periods. It enhances the accessibility,
sharing and coordination among the healthcare providers. Most healthcare fields
maintain comprehensive individual clinical systems within localized data repositories

encompassing directly attached storage or storage through network. It consolidates a
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patient’s medical history, diagnosis, treatment plans and other important information
into a centralized form. This revolutionized healthcare record-keeping leads to more
efficient and patient-centric care. This can help to overcome the risk of duplication of

tests and treatments.

The urgent necessity for extensive and accumulating storage of copies of the primary
and secondary images is causing a significant surge in "Big Data" within imaging. As
a notable advancement, the healthcare sector is transitioning on the way to
standardized methods for keeping and retrieving medical images, leading to a unified
enterprise archive cutting across various disciplines. Recently, due to the large amount
of storage, the medical industries store their data on the cloud. But because of privacy
and security concerns, a lot of users are hesitant to use the cloud. Due to this reason,
there is a growing emphasis on protecting the information from unauthorized access.
In this regard, data hiding techniques have emerged as a potential way out for the

protection of sensitive and critical information.

Several data-hiding schemes have been developed over the past two decades in order
to overcome the security challenges, hidden information's imperceptibility, embedding
ability and visual quality of images. These methods of data hiding sometimes provide

poor performance on low contrast images.

1.4 PROBLEM STATEMENT

Most of the medical images have low contrast than that of ordinary images, which has
been considered as a problem in the diagnosis process due to poor visual quality.
Therefore, an effective method needs to be developed that can segment the area that
contains the infected/organ part (ROI) from the background area (NROI), followed by
enhancing the ROI through effective embedding or contrast enhancement. The
remaining data can be embedded inside the NROI part, if necessary. However, there
are some challenges in accurate segmentation of the ROI from background particularly
in the medical images with twisted contours. The accuracy of the segmentation process
needs to be increased. Additionally, it is essential to evaluate the suitability of ROI for

embedding of data. Effective data hiding is feasible only if the ROI contains smooth
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pixels, which are less likely to distort the embedded information and the overall image
quality. By focusing on these critical aspects—precise segmentation and thorough
local complexity prediction—a more efficient data hiding method for medical images

can be developed.

1.5 OBJECTIVES OF THE PROJECT

The primary objective of this project is to evaluate and compare various segmentation
techniques to determine their effectiveness in data hiding within biomedical images

through extensive review.

e Comprehensive Review and Comparison: To conduct comprehensive review
and comparison so as to select an optimal technique for segmentation of medical

image.

¢ Enhancement of Segmentation Accuracy: To identify the research gap in the
selected segmentation technique and explore the methods to refine the technique
for accurately segmenting the ROI of medical image from background region.

e Application and Performance Evaluation: To test the refined model
performance on publicly available medical images in order to ensure its

effectiveness and reliability in real-world situations.

e Local Complexity Prediction: To incorporate the statistical technique for
computing local complexity of ROI pixels to determine the smooth pixels of the

image for effective data hiding with less distortion.

e Data Embedding: To embed secret data inside the smooth pixels using well-
known conventional data hiding technique in a way that is undetectable to human

eyes.

By enhancing segmentation accuracy and streamlining data hiding procedures in
biomedical images, the project is expected to make progress in the field of medical
data security.

The project report has been divided into five chapters: Chapter 1 has discussed about

the essence of segmentation in data hiding followed by the detailed explanation of
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various segmentation and data hiding techniques. It also presented the problem
statement of the project preceded by the existing security concerns in health sector,
concluded by highlighting the main objectives of the proposed work. Chapter 2
presented the related work on skin lesion segmentation and on segmentation based
data hiding. It presented a detailed summary on the existing technique, their drawback
and the concluding paragraph on the proposed work to overcome the drawbacks. In
Chapter 3, the detailed methodology of the proposed work has been discussed
focussing on the architectural diagram, flowcharts and techniques used. It has been
followed by Chapter 4, which discussed about the qualitative and quantitative
experimental results and their analysis with the help of graphs, tables and figures. It
also analysed the performance of the proposed model by comparing it with the existing
methods. The conclusion and future work of the project has been discussed in Chapter
5 followed by the references.
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CHAPTER 2
LITERATURE REVIEW

This chapter discusses about the state-of-the-art methods for skin lesion segmentation
and data hiding and has been divided into two sections. Section 2.1 provides a brief
overview of the existing technique for skin lesion segmentation with their performance
on different datasets. It helps in finding the potential gap needed to design an efficient
segmentation model for accurate segmentation of ROI. In the Section 2.2, the related
work on segmentation based data hiding has been discussed to review the existing

techniques and its shortcomings.

The purpose of using skin lesion medical images because Skin cancer is a serious
public health concern across the world and is a deadly disease if not diagnosed at an
early stage. It is often diagnosed through dermoscopic images that usually have low
contrast, irregular boundaries and contains irrelevant artifacts. Due to these factors, the
segmentation of Region of Interest (ROI) for effective diagnosis of this disease
becomes a challenging task. According to IARC and WHO, there will be over 1.5
million new skin cancer cases worldwide in 2020. Thus, the data indicates a significant
number of disease cases with a rising trend. Hence, it became very important to study
skin cancer very well for its appropriate timely diagnosis and treatment. The scientists
have recently predicted that more than 5,00,000 new cases of melanoma skin cancer
per year may happen and around 1,00,000 deaths due to melanoma can be expected
worldwide by 2040. The American Cancer Society predicted in 2023 that cancer
survival rate would drop from over 99% to 32% when it is detected at an advanced
stage. Early diagnosis of this cancer is critical for good prognosis. Dermatologists uses
a dermatoscope to capture dermoscopic images for the detection of skin cancer, if any.
However, the accuracy of the diagnostic process depends on the clinician’s level of
expertise and quality of medical image. Therefore, to reduce the diagnostic error rate
due to difficulty in visual interpretation and tedious diagnosis process, Computer
Aided Diagnosis (CAD) systems have been developed. This helps in automation of
medical imaging tasks such as image segmentation. In this regard, various

segmentation methodologies have been developed in the past years, beginning with
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the traditional methods like Otsu’s thresholding, region growing, GrabCut to the
Machine Learning (ML) based techniques, including unsupervised clustering, and
supervised support vector machines as discussed in Chapter 1. These techniques
provide less accuracy for skin lesion images, as these are not able to handle variability
in imaging conditions such as low contrast and blurred boundaries. Artifacts such as
hairs and air bubbles also affect the segmentation accuracy. Deep Learning (DL)
techniques have emerged as an effective tool in recent years, extensively
outperforming traditional and machine learning methods. These techniques have made

great progress in image analysis.

2.1 RELATED WORK ON SKIN LESION SEGMENTATION

The journey of semantic segmentation using deep learning methods initiated with the
arrival of FCN [1]. Bi et al. [2] have used FCN with multi-scale integration that extracts
low-level information using FCN and multi scale integration that provides precise
boundaries of skin lesions. But this method failed to segment lesion that were not
found in training dataset. Yu et al. [3] have used FCRN for segmentation of skin lesion
and to overcome the inaccuracy problem of fully convolutional network, which results
in achieving the accuracy of 0. 949 on ISIC 2016 dataset. Yuan et al. [4] have proposed
Deep Fully Convolutional Networks with jaccard distance as a loss function to
optimize the training process and achieved an accuracy of 0.963 on ISIC 2016, but not
suitable for low contrast images. Lin et al. [5] have compared UNet with clustering
approach for skin lesion segmentation and the result showed that UNet model is
superior to latter. SkinNet by Vesal et al. [6] have replaced convolution layer of
encoder block of UNet with dilated convolutions and achieved an accuracy of 0.932
on ISIC 2017 dataset. Tong et al. [7] have applied spatial and channel attention to U-
Net and thereby, the accuracy they received was 0. 943 on PH2 dataset. Xu et al. [8]
have used modified UNet3+ with CBAM and achieved an accuracy 0.9604 on ISIC
2018. This model was able to segment large size skin lesion images with distinct lesion
boundaries but lacked transformation modelling capability of CNN. Recently,
Nampelle et al. [9] have employed sequence of skip blocks, called as skip path between

encoder and decoder blocks. It was tested on PH2 dataset and received an accuracy of
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0.960. In March 2024, Kaur et al. [10] have introduced ARU-Net model with
optimized loss function for automatic detection and localization of skin lesion. It

achieved an accuracy rate of 0.96 on PH2 dataset but it is computationally expensive.

After reviewing the existing techniques, it can be noted that the model performance is
largely affected due to the variations such as shape, size, angle and texture in skin
lesion images and presence of artifacts. Some of these existing models are not suitable
for low-contrast images. To overcome the limitations of existing segmentation
problems, an optimized UNet 3+ based architecture with dilated convolution, residual
block and attention model has been proposed. It uses an optimized loss function with
less computational complexity.

2.2 RELATED WORK ON SEGMENTATION BASED DATA HIDING

In recent years, several researches targeted to design a suitable approach to incorporate
data hiding technique to enhance the security of the patient’s health data in medical
images such as digital health record system, online diagnosis [11][12]. Some of the
existing techniques for data hiding are difference expansion that was used by Tian
[13], histogram shifting as employed by Fallahpour et al. [14] and Huang et al. [15].
The flow of the review has been in accordance with the type of segmentation technique

incorporated by the researcher.

Wu et al. [16] have proposed the first ROI based contrast enhancement in medical
images followed by data hiding using histogram shifting. For proper segmentation of
ROI from the images, Adaptive Threshold Detector [44] has been used, which was
proposed by Pai et al. [17]. This ATD overcome the class invariance problem of Otsu
thresholding method [18]. Yang et al. [19] have used ATD method to automatically
segment ROl and NROI region. The embedding rate of data in an image by this method
is higher than Gao et al. [20]. Gandhi and Kumar [21] have also utilized this method
for precise segmentation of medical images. Despite of many advantages, it is not well-
suited for intricate object boundaries. Oo et al. [22] have introduced region based
algorithm for capturing the complex boundaries using the gradient information of the

image. Parah et al. [23] have employed this region-based segmentation approach,
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wherein the image is partitioned into blocks. Subsequently, each block is further
divided into seed and non-seed pixels, with data hidden within the non-seed pixel
regions. Lin and Li [24] have divided input image into variable size pixel blocks using
Quad-Tree Segmentation, which is based on region splitting and merging approach,
according to the maximal capacity for each block. An embedding capacity distribution
that is more efficient is made possible by this hierarchical segmentation. In case of the
data hiding, and contrary to many conventional approaches using single histogram
obtained from the entire image, the author has used multiple local histograms which
have been computed from the pixels of area sub-images that are locally adjacent. This
approach has enabled the algorithm to exploit the simple local distribution of pixel
intensities, leading to higher embedding capacity. Salman [25] has utilized quad-tree
based segmentation for the segmentation process. Here the region is divided into four
quadrants, or blocks in a way that every block has the maximum limit. The secret data
and the partition information are placed within each block using the histogram shifting
technique in the R. D. H, where minimum and maximum have been found from the
peak pixel points and histogram shifting has been done to embed the secret data bits.
Chaithanya and Srujana [26] have used Quad-tree segmentation. In this, the blocks are
generated by simply partitioning the input image and placed within a quad-tree
configuration. By applying the shifting of histogram technique, low contrast blocks
have higher capacity for storing more secret data bits than blocks of high contrast that
have less storage capacity for the secret data. Consequently, higher contrast blocks
necessitate subdivision into smaller sub-blocks. These sub-blocks tend to exhibit
smoother characteristics, collectively offering a larger hiding capacity. However, this
segmentation can every so often leads to over segmentation and need human
intervention for defining the makers. Lakshmanan and Rani [27] have used edge
detector segmentation technique to find out ROI of image followed by difference
expansion technique to hide data in NROI and ROI. Hiding more data in NROI region
increases the payload capacity and also the lossless recovery of image and data is
guaranteed. However, this method is not suitable for low contrast images and images
with too many edges. GrabCut is a widely utilized graph-based image segmentation
technique renowned for its simplicity and accuracy in implementation. Lu et al. [28]

have used Gaussian Mixture Model combined with GrabCut in order to improve the
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segmentation precision and speed. Wu et al. [16] have adopted GrabCut technique to
extract the ROI region from image. For some of the images whose gray level between
the ROI and background is close, this method outperforms Otsu’s method [18]. The
research has also highlighted the benefits of enhancing this ROI region to improve the
visual effects. The high accuracy of GrabCut segmentation has the significant impact
on the performance of data hiding. These methods perform well on high quality images
but the dermoscopic medical images have irregular shape, complex boundaries, rough

edges and complicated foreground information.

To handle these images, machine learning based segmentation techniques have come
into existence. Rai and Singh [29] have employed SVM classifier to classify medical
images into ROl and Non-ROl, so as to embed watermark data into the Non-ROI using
DWT-SVD technique. The image's coefficient bands are divided by DWT, and then
the watermark is included in the selective coefficients. SVD protects images from
attacks, and minor variations/changes to an image's Singular Values have little impact
on visual quality. But SVM struggles with imbalanced dataset, where one class is
superior to others, leading to suboptimal segmentation results for minority class.
Clustering based segmentation approach offer advantages over SVM in terms of
unsupervised learning capabilities, scalability, and ability to handle multi-class
segmentation. In Li et al. [30] paper, the original image has first been pre-processed
using the fuzzy C-means clustering algorithm to produce a number of highly linked
classes. After that, each class is split into two halves based on the appropriate
threshold. One is encrypted using a stream cypher, while the other uses compressive
sensing technology to simultaneously encrypt and compress data for simple data
embedding by the information hider. With the data-hiding key and encryption key, the
recipient can retrieve the original image and extract additional data. Machine learning
algorithms often neglects the spatial relationship between neighboring pixels and this

spatial information is important for preserving the image boundaries.

Nowadays, advanced deep learning models reveal many remarkable achievements in
considerable many fields associated with medical image segmentation. One of these
models is Fully Convolutional Network abbreviation: FCN, the fully connected neural

networks are designed using convolution and pooling layers through which spatial
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features can be preserved. Based on achieving the satisfactory result in the foreground
object segmentation, Meng et al. [31] have proposed the utilization of the special type
of segmentation mask known as Mask Region based Convolution Neutral Network (R-
CNN). The “Fully Convolutional Network’ in Mask R-CNN implies that the feature
maps corresponding to the set of proposals of an image is fed to the network to make
dense prediction at the pixel level. It is integrated into the pixel classification process,
and in bit embedding, the stego image is generated using the LSB method. This is an
image steganography and it carries secret information being concealed. For
segmentation, Saidi et al. [32] have also employed the Mask R-CNN using the
following formulation to determine the image’s ROI: Mask R-CNN is designed to
draw boundaries of objects of interest and at the same time, identify particular pixels
within an image. It is particularly effective in identifying areas of data embedment
because of the said peculiarity. As a result of segmentation, the suggested model
produced frequency components by changing the area of an image to the frequency
region, and then utilized DCT to place data into the components. Some of the
amendments are imperceptible to the naked human eye due to data-hiding methods.
However, the result of segmentation appears quite subjective and less attentive to the
finest lines in a picture. In the presented Dilated Convolutional Segmentation model,
a dilation rate gets added to the convolutional layer. This increases the receptive field
size without any increase in computational cost. One of the most prominent dilated
convolutional model used for image segmentation is DeepLab family. Chen et al. [33]
have discussed about DeepLabV1 and DeeplLabV2 for image segmentation. These
models are basically Convolutional Network integrated with probabilistic graphical
models like CRFs and MRFs. Pan et al. [34] have used MobilenetV2, developed based
on DeepLab CNN for pixel-level image segmentation. The secret information is
embedded inside the semantic features. Secret information retrieval from the semantic
level becomes more difficult for the attacker with varying neural network parameters.
Dilated convolutional network preserves high level semantics. But, the actual pixel
classification lies in low level semantic that is why it sometimes produce vague
segmentation results. An encoder-decoder symmetric network called as SegNet has
been proposed by Badrinarayanan et al. [35] to achieve end-to-end pixel level

information using Softmax classifier. It retains the integrity of high frequency
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information but during downsampling low resolution feature map, it ignores
neighboring information. To enhance the accuracy of pixel positioning, skip
connections were introduced in encoder-decoder model. As deep neural networks

grow in depth, their performance tends to decrease.

UNet is a novel approach called long skip connections model that transmit and cascade
features transferring encoder layers to the respective decoder layers, allowing for the
capture of fine-grained image details. UNet by Ronneberger et al. [36] has become
widely adopted in medical image segmentation research. The U-Shaped structure help
in capturing fine details at low-level spatial dimension. U-Net can be used for low
training data, because the skip connections allow the use of feature maps from encoder
path directly into the decoder path. Gao et al. [37] have used enhanced UNet
architecture by reducing redundant skip connections, named as UNet3+ by Huang et
al. [38] with CBAM attention mechanism by Woo et al. [39] to segment the image into
ROI and NROI. The secret data is hidden in ROI in an amplitude-sensitive manner by
using the stretched ROI histogram. If after achieving the embedding limit of ROI, still
there exists secret data to be embedded, it is then embedded into the Non-Region of
Interest (NROI). Additionally, the side information necessary in image restoration is
also incorporated into the NROI at the same time. Amrit et al. [40] have used
customized UNet3+ architecture to segment cover image into ROl and NROI.
Doctor’s signature and MAC address have been embedded in ROI region after
encrypting it. Other information like hospital logo and patient report have been
embedded in NROI region. The watermark image has then been obtained by
combining embedded ROI and embedded NROI images. As of late, Shi et al. [41] have
developed a fresh structure called as J-Net which is derived from UNet and AlexNet
models. In this way, it has been analysed that the UNet model can be developed by the
AlexNet with a bridge layer in-between. Bridge layer is useful in modifying the
dimensions of the output tensor from the UNet to be in the format that can be fed into
the AlexNet input tensor. The AlexNet model uses ReLu activation function; however,
the new and improved version has integrated LeakyRelu activation function so as to
solve the issue of ‘dying ReLu’. The ROI region has been encrypted using plaintext

encryption to prevent it from unauthorized access and skipping hiding strategy has
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been used to embed secret information into the NROI. Skipping hiding finds out the
skipping position in the histogram of an image. The experimental results of this paper
are significantly good and can be a break-through in the field of image segmentation
based RDH. Luc et al. [42] have introduced an adversarial training method for
semantic segmentation. This was how the Generative Adversarial Network (GAN) was
trained: to decide if the segmentation maps it is given are the ground truth, or if they
were produced by the segmentation network. The study indicates that the adversarial
training does not succeed in increasing accuracy much on PASCAL VOC 2012
dataset. But after fine tuning the GAN models and changing their architecture, GAN
improves the accuracy of image segmentation task. Annadurai et al. [43] have used
convolutional GAN model for the segmentation and classification of MRI and CT
watermarked images. The summarized review has been discussed in the below Table.
2.1,

Table 2.1: Summary of Literature Review

Image Advantages | Limitations Reversible Performance
Segmentation Data  Hiding | Metrics
Techniques Methods used | evaluated for
Reversible
Data Hiding
Thresholding Require low | 1. Doesn’t LSB Max
[17] computationa | work well with | substitution in Embedding
| cost with uneven Non-ROI and Rate= 0.5 bpp
less storage | distribution of | high-payload
space. data. frequency based | Mean PSNR
RDH in ROI value= 47.95
2. Sensitive to | part dB
noise
Region Based | 1. Used for 1. Different Histogram PSNR value
[25] images with | seed points may | Shifting >=40dB
good give different
characteristic | results
s features,
where it is 2. High
easy to computational
define cost
similarity
criteria
2. Noise
Resistant
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Edge Detection | 1. Works 1.Human Difference Data Not
[27] well with intervention is | Expansion Available
images required Technique
having
prominent 2. not suitable
edges for low contrast
images and
2. The images with too
boundaries many edges
of images
with high
contrast can
be preserved
GrabCut [16] | 1. Iterative Quality of Histogram Max
refinement segmentation Shifting Embedding
improves result depends Rate= 0.5 bpp
segmentation | on the initial
results estimates PSNR value=
provided by the 33.04 dB
2. Works user
well with SSIM=0.9711
images
having
complex
background
SVM 1. Can work | Struggle with Discrete PSNR value=
with imbalanced Wavelet 52.18 dB
complex dataset, where | Transform —
boundaries one class is Singular Value | SSIM=0.9872
images superior to Decomposition
others, leading | [29]
2. SVMs are | to suboptimal Integer Wavelet | Max
inherently segmentation Transform [45] | Embedding
robust to results for Rate= 0.44 bpp
noise and minority class.
outliers in PSNR value =
data 64 dB
SSIM=0.9802
Clustering [46] | Fuzzy based | 1.Determining | Discrete Max
clustering is | membership Wavelet Embedding
better than k- | function is Transform Rate=1.25 bpp
means difficult
clustering as | 2. It can be PSNR
it does not affected by value=49.5 dB
use distance | noise
as the
evaluation
metric. It
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uses

membership
function,
which is
more suitable
for real
world
problems.
Fully 1.1t 1. Overfitting Least PSNR value
Convolutional | preserves in the model Significant Bit | >=50dB
Network spatial substitution [31]
information | 2. Huge Discrete Cosine | Max
throughout Training data Transform [32] | Embedding
the network. | and time is Rate=0.50 bpp
required
2. Can PSNR value=
operate on 3. Can Suffer 115.53 dB
large datasets | from vanishing
gradient
problem
Encoder- 1. Model can | 1. Computati- Histogram Max
Decoder Based | learn -onal cost of Shifting [37] Embedding
Model complex these models is Rate= 0.98 bpp
features. high.
Mean PSNR
2. 2. Difficulty in value= 34.24
Incorporate long range dB
skip dependencies.
connections SSIM =0.8578
that Skipping Hiding | Embedding
preserves [41] Capacity= 0.6
fine grained bpp
details by
interfacing PSNR value=
low level 43dB
components
of the
encoder with
the high level
components
of the
decoder
Generative 1. Improve 1. High Discrete Mean PSNR
Adversarial segmentation | computational | Wavelet value=60.8dB
Network [40] | quality by resource Transform
using the requirement
discriminator | 2. Hyper tuning
, which of model

evaluates the
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ground truth | parameters is
segmentation | difficult.
maps with
the one
produced by
the generator

2. Robust to
noise due to
its generative
nature.

From the above review, it can be concluded that ROI can be used to embed secret
information as far as possible and to increase visual quality of an image by contrast
enhancement. The more data can be embedded in the NROI, as it is the less critical
region for diagnosis. The selective embedding modifies only the less important region,
without much affecting the visually critical region. Without segmentation, the low
contrast image has poor visual quality after data embedding. Therefore, image pre-
processing operation like segmentation are combined with data embedding in order to
enhance the quality of the image. This technique of hiding data creates a balance
between embedding capacity, imperceptibility and security of images. However,
performance of this technique depends on how accurate segmentation of ROI and

NROI is being carried out.

To enhance the performance of data hiding, an optimized segmentation model
discussed in section 2.1 has been utilized. The process of segmentation has been
followed by local complexity computation by statistical method to get the smooth
pixels for data hiding using Prediction Error Histogram technique.

Page | 26



CHAPTER 3
PROPOSED METHODOLOGY

The project has been divided into three main stages: segmentation of medical image,
local complexity prediction and data embedding. The first step is the segmentation of
a medical image using the appropriate segmentation technique to obtain the ROI of the
image which has been followed by local complexity prediction of pixels of segmented
ROI image to categorize the smooth pixels that are most suitable for data embedding.
After predicting the local complexity, a conventional data hiding has been used to

embed and extract the secret data.

The basic flow of the proposed methodology has been presented in Fig. 3.1 below.
First, an original image is segmented into ROl and NROI, then convert it to grayscale
prior to embedding. Statistical technique is used to calculate the local complexity of
pixels of ROI to find out the number of smooth pixels, then the secret data is embedded
inside the smooth pixels. Stego image is generated by combining the unaffected NROI
and embedded ROI. During data extraction, first the stego image undergoes
segmentation then secret data is extracted from embedded ROI, by reversing the
operations used for embedding. Finally, the cover image is restored by combining ROI
and NROI.

SECRET DATA

ROI )
Local Complexity ROI
Computation EMBEDDIMNG
PROPOSED
ORIGINAL IMAGE —»{ SEGMENTATION —
MODEL v
o STEGO
NROI IMAGE
ROI
DATA EXTRACTION <—
J' PROPOSED
—— SEGMENTATION |€—
v SECRET DATA MODEL
COVER IMAGE <

NRQI

Fig. 3.1: Flowchart of the Proposed System
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3.1 MODEL ARCHITECTURE OF PROPOSED SEGMENTATION MODEL

The architectural diagram illustrating the proposed UNet 3+ segmentation model has
been displayed in Fig. 3.2. It consists of encoder path, also called as contracting path
made up of residual blocks, multi scale feature fusion using redesigned skip
connections, a bottleneck bridge, and decoder path, also called as expanding path,

consisting of residual and CBAM block.

An enhanced UNet3+ model has been designed to improve the semantic segmentation
accuracy. Residual connections have been implemented in both the encoder and
decoder parts to address the gradient degradation issue in a very deep neural network.
Additionally, to focus on more specific detailed features, a CBAM has been included
at each level in decoder part. Additionally, the decrease in resolution caused by the
max pooling was addressed by replacing normal convolution operations with dilated
convolution operations and helps in capturing larger contextual information. The
redundant skip connections have been removed from the original UNet3+ architecture

to reduce the computation cost and the training time.

The detailed explanation of modules used in above proposed model has been discussed

in the subsequent points.

e Modified Convolutional Layer

In UNet 3+ architecture, low-level feature maps get concatenated with the decoder
block during upsampling. However, due to the MaxPooling operation in the encoder
block, these low-level feature maps suffer translation invariance and have low
resolution. One possible way is to get rid of the pooling layer but UNet would not be
able to learn holistic features in the image since convolution is a local operation. A
potential solution to this problem is dilated convolution. By using an exponentially
increasing receptive field, they can capture global context while maintaining the
feature map's resolution. The global information can be shared between different
layers without any resolution loss. Therefore, in proposed model, the convolutional

block in both encoder and decoder contains 2D convolutional layer with dilation
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rate‘d” followed by BN and ReLu activation function. The mathematical expression

for dilated convolution is as follows-

k-1 k-1

Bij = f(z Z(Xi+m’j+n)BN * Wrtriln + bl]) (31)

m=0n=0

Where, f(.) is the ReLu activation function, x represents input feature with dimension
(H X W x C), H=Height, W=Width, C= No of channels in input image, k =kernel
size, w&,, represents the weight of dilated convolution kernel, b;; =bias , BN is the
batch normalization, * is the 2D cross-correlation operator and B;; = output feature
map at position(i,j) with dimension (H,,: X Wyt X Cout)- Cour depends upon number

of filters used in the model and H,,,; and W,,,; can be computed using-

H+2p—dx((k—-1)—-1 (3.2
out — S +1

(3.3)

Wt2p—dx(k-1-1
S

out — 1
This Hout and Wout depends on input dimensions, padding (p), dilation rate (d), kernel
size (k) and stride (s).

e Residual Block in Encoder and Decoder Path

The structure of residual block employed in proposed model consists of two 2D
convolutional layer with BN. Before going to the ReLu activation function, a shortcut
connection between the output of the previous modified convolution layer and the
output feature map of the second convolution layer of the residual block is added. This
shortcut connection also include a two-dimensional convolution layer to reshape the
shortcut path's result to match the dimension of the main path. Residual block has

been incorporated to resolve network degradation problem during model training.
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¢ Redesigned Skip Connections

In Unet3+, the segmentation map resulting from the adjacent multi-scale feature maps
has the same contributions. This leads to excessive redundant computations. In order
to solve this issue, skip connections are redesigned in the proposed model. The skip

connection from adjacent encoder block to the decoder block are removed.

e Encoder Network / Contracting Path

The encoder network consist of four different convolutional blocks. First block
consists of only two modified convolutional layer and the remaining three
convolutional blocks consists of sequence of one modified convolutional layer and
residual block. High-level features and context are extracted from the input skin lesion
images, which are each 224 x 224 x 3 by the encoder. It focuses on “what” is in the
image. Each convolutional block of encoder is followed by MaxPooling layer that
reduces the spatial dimension of the feature maps, thereby minimizing the number of
parameters in the network. To prevent model from overfitting, a dropout layer has been
added after MaxPooling. The first convolutional block of encoder network has 16
feature map, each of 224 X 224 size. As the network progresses deeper through its
layer, it doubles the number of feature map and reduced the size of each feature map
by half.

o Bottleneck Bridge Block

It is a convolutional block of modified convolutional layer and a residual structure
having 256 feature maps, each of size 14 X 14. It is a bridge between the encoder and
decoder network. The output of this block is passed to the first layer of the decoder

network after upsampling by Kolarik et al. [47].

e Decoder Network / Expanding Path

The Decoder network of the proposed model consist of four blocks. Each block except

the last, is made up of concatenated feature maps from corresponding encoder block,
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bilinear upsampled feature map from lower level block and feature map from upper
level encoder block using redesigned skip connections, followed by residual and
CBAM block. The loss of spatial information during encoding is recover by the
decoder. It produces the segmentation maps by performing the reverse operation of the
encoder. It focuses on “where” is the object present in the image. The last block of the
decoder network consist of concatenated feature maps followed by CBAM and a single
1 X 1 2D A convolutional layer that uses a sigmoid activation function.. This function
generates the output in the range of 0 to 1. Value between 0 and 0.5 defines the
background region and from 0.5 to 1 represents ROI (skin lesion). This numerical

computation helps the last block of the decoder to generate the segmented map.

e CBAM in the Decoder Path

Attention module is capable of focussing on important features of the input while
ignoring the irrelevant details. CBAM is a lightweight attention module used in the
proposed model to focus on skin lesion pixels while ignoring the irrelevant background
pixels. It also contains channel and spatial attention module to obtain the enhanced
feature map as depicted in Fig. 3.3. The input for the CBAM module is the intermediate
feature map F in shape of H x W x C from the preceding residual block. It sequentially
computes 1D channel attention map MC € 1x1xC and a channel refined map F'. This
F ' is pass to the spatial attention module that compute the 2D spatial attention map Ms

€ Hx W x 1 and a final refined feature map F *’.

Channel Attention Module Spatial Attention Madule

M g ? g
LA
A Toined [ MauPos), AvaPol

Spatial Atiention
s

Input Features F F

Fig. 3.3: Convolutional Block Attention Module (CBAM)

These two attention modules whether be in a sequential or parallel can be used

interchangeably. But, Woo et al. [39], have proved that this technique of architectural
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design in which two or more types of modules are attached one after the other performs

better than the technique in which they are delivered simultaneously.

e Loss Function

The segmentation model that has been proposed utilized Jaccard Distance as the loss
function to measure the difference between the segmentation mask that has been
predicted and the ground truth of the image. Of these, the Jaccard index or the Jaccard
similarity coefficient is obtained by subtracting 1 from the Jaccard distance as defined
in the equation below. 3. 4. Jaccard index is calculated by the ratio of the overlapped
area between the ground truth map Y and the predicted segmentation map Z, to that of

the combined area of both ground truth and segmentation maps across all classes.

Y nZ|
Yl +1Z] =Y nZ|

4,2)=1-J¥,2)=1- (3.4)
where, J(Y, Z) represents Jaccard Index and dj (Y, Z) is the Jaccard distance. But this
as (R, S) itself is not differentiable, so it cannot be apply directly into backpropagation

to train the model. Therefore, the above function is changed to-

3 2 (tipij)
Yijth+ Xijph — Xij(tiipij)

Ly =1 (3.5)

Here, t represents true (ground truth) and p represents predicted. Now, this loss
function is differentiable and is efficient to use for model training.

Table 3.1 summarises an overview of the number of layers applied, type of each layer,
input and output shape, parameter values, as well as how each layer is related to one
another. It shows how many parameters are trainable or non-trainable during the model
training. It helps in understanding the flow of the network.

Table 3.1: Model Parameters

LAYER(TYPE) OUTPUT PARAMETERS | CONNECTED TO
IMAGE
SIZE
input_1 224*224*3 | 0 0
conv2d 224*224*16 | 448 [“input_1[0][0]’]
batch_normalization 224*224*16 | 64 [‘conv2d[0][0]’]
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Table 3.1(Continued)

conv2d_1 224*224*16 | 2320 [‘batch_normalization[0][0]’]
batch_normalization_1 | 224*224*16 | 64 [‘conv2d_1[0]0]’]
max_pooling2d 112*112*16 | O [‘batch_normalization_1[0][0]’]
dropout 112*112*16 | O [‘max_pooling2d[0][0]’]
conv2d_2 112*112*32 | 544 [‘dropout[0][0]’]
batch_normalization_2 | 112*112*32 | 128 [‘conv2d_2[0][0]’]
activation(ReLu) 112*112*32 | 0 [‘batch_normalization_2[0][0]’]
conv2d_3 112*112*32 | 9284 [‘activation[0][0]’]
conv2d 4 112*112*32 | 544 [‘dropout[0][0]]
batch_normalization_3 | 112*112*32 | 128 [‘conv2d_3[0][0]’]
batch_normalization_4 | 112*112*32 | 128 [‘conv2d_4[0][0]’]
add 112*112*32 | O [‘batch_normalization_3[0][0]’,’b
atch_normlization_4[0][0]’]
activation_1 (ReLu) 112*112*32 | 0 [‘add[0][0]’]
max_pooling2d_1 56*56*32 0 [‘activation_1[0][0]]
dropout_1 56*56*32 0 [‘max_pooling2d_1[0][0]’]
conv2d 5 56*56*64 2112 [‘dropout_1[0][0]’]
batch_normalization_5 | 56*56*64 256 [‘conv2d_5[0][0]’]
activation_2(RelLu) 56*56*64 0 [‘batch_normalization_5[0][0]’]
conv2d_6 56*56*64 36928 [‘activation_2[0][0]]
conv2d_7 56*56*64 2112 [‘dropout_1[0][0]]
batch_normalization_6 | 56*56*64 256 [‘conv2d_6[0][0]’]
batch_normalization_7 | 56*56*64 256 [‘conv2d_7[0][0]’]
add 1 56*56*64 0 [‘batch_normalization_6[0][0]’,’b
atch_normlization_7[0][0]’]
activation_3 (ReLu) 56*56*64 0 [‘add_1[0][0]’]
max_pooling2d_2 28*28*64 0 [‘activation_3[0][0]]
dropout_2 28*28*64 0 [‘max_pooling2d_2[0][0]’]
conv2d_8 28*28*128 | 8320 [‘dropout_2[0][0]]
batch_normalization_8 | 28*28*128 | 512 [‘conv2d_8[0][0]’]
activation_4(ReLu) 28*28*128 | 0 [‘batch_normalization_8[0][0]’]
conv2d 9 28*28*128 | 147584 [‘activation_4[0][0]]
conv2d_10 28*28*128 | 8320 [‘dropout_2[0][0]]
batch_normalization_9 | 28*28*128 | 512 [‘conv2d_9[0][0]’]
batch_normalization_1 | 28*28*128 | 512 [‘conv2d_10[0][0]’]
0
add 2 28*28*128 | 0 [‘batch_normalization_9[0][0]’,’b
atch_normlization_10[0][0]’]
activation_5 (ReLu) 28*28*128 | 0 [‘add_2[0][0]’]
max_pooling2d_3 14*14*128 | 0 [‘activation_5[0][0]]
dropout_3 14*14*128 | 0 [‘max_pooling2d_3[0][0]’]
conv2d_11 14*14*256 | 33024 [‘dropout_3[0][0]]
batch_normalization_1 | 14*14*256 | 1024 [‘conv2d_11[0][0]’]
1
activation_6(ReLu) 14*14*256 | O [‘batch_normalization_11[0][0]’]
conv2d 12 14*14*256 | 590080 [‘activation_6[0][0]]
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Table 3.1 (Continued)

conv2d_13 14*14*256 | 33024 [‘dropout_3[0][0]]

conv2d_15 112*112*32 | 9248 [‘activation_1[0][0]]

batch_normalization_1 | 14*14*256 | 1024 [‘conv2d_12[0][0]’]

2

batch_normalization_1 | 14*14*256 | 1024 [‘conv2d_13[0][0]]

3

conv2d_14 28*28*128 | 147584 [‘activation_5[0][0]]

batch_normalization_1 | 112*112*32 | 128 [‘conv2d_15[0][0]]

5

add_3 14*14*256 | O [‘batch_normalization_12[0][0]’,
batch_normlization_13[0][0]’]

batch_normalization_1 | 28*28*128 | 512 [‘conv2d_14[0][0]]

4

tf.nn.relu_1 112*112*32 | O [‘batch_normalization_15[0][0]’]

activation_7 (ReLu) 14*14*256 | 0 [‘add_3[0][0]’]

tf.nn.relu 28*28*128 | 0 [‘batch_normalization_14[0][0]’]

max_pooling2d_4 28*28*32 0 [‘tf.nn.relu_1[0][0]’]

up_sampling2d 28*28*256 | 0 [‘activation_7[0][0]]

concatenate 28*28*416 | 0 [‘tf.nn.relu[0][0]’,”’max_pooling2d
_4[0][0]’,up_sampling2d[0][0]’]

dropout_4 28*28*416 | 0 [‘concatenate[0][0]’]

conv2d_16 28*28*128 | 53376 [‘dropout_4[0][0]]

batch_normalization_1 | 28*28*128 | 512 [‘conv2d_16[0][0]’]

6

activation_8(ReLu) 28*28*128 | 0 [‘batch_normalization_16[0][0]’]

conv2d_17 28*28*128 | 147584 [‘activation_8[0][0]’]

conv2d 18 28*28*128 | 53376 [‘dropout_4[0][0]’]

batch_normalization_1 | 28*28*128 | 512 [‘conv2d_17[0][0]’]

7

batch_normalization_1 | 28*28*128 | 512 [‘conv2d_18[0][0]’]

8

add 4 28*28*128 | 0 [‘batch_normalization_17[0][0]’,
batch_normlization_18[0][0]’]

activation_9(RelLu) 28*28*128 | 0 [‘add_4[0][0]’]

tf.math.reduce_mean 1*1*128 0 [‘activation_9[0][0]]

dense 1*1*16 2064 [‘tf.math.reduce_mean[0][0]’]

dense_1 1*1*128 2176 [‘dense[0][0]’]

tf.math.multiply 28*28*128 | 0 [‘activation_9[0][0]’,’dense_1[0][
oIl

tf.math.reduce_mean_ | 28*28*1 0 [‘tf.math.multiply[0][0]’]

1

tf.math.reduce_max_1 | 28*28*1 0 [‘tf.math.multiply[0][0]’]

tf.concat 28*28*2 0 [‘tf.math.reduce_mean_1[0][0]’,
tf.math.reduce_max_1[0][0]’]

conv2d_20 224*224*16 | 2320 [‘batch_normalization_1[0][0]’]

dense_2 28*28*1 3 [‘tf.concat[0][0]’]

conv2d_19 56*56*64 36928 [‘activation_3[0][0]]
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Table 3.1 (Continued)

batch_normalization_2 | 224*224*16 | 64 [‘conv2d_20[0][0]’]

0

activation_10 28*28*1 0 [‘dense_2[0][0]’]

batch_normalization_1 | 56*56*64 256 [‘conv2d_19[0][0]’]

9

tf.nn.relu_3 224*224*16 | O [‘batch_normalization_20[0][0]’]

tf.math.multiply_1 28*28*128 | 0 [‘tf.math.multiply[0][0]’,” activati
on_10[0][0]’]

tf.nn.relu_2 56*56*64 0 [‘batch_normalization_19[0][0]’]

max_pooling2d_5 56*56*16 0 [‘tf.nn.relu_3[0]0]’]

up_sampling2d_1 56*56*128 | 0 [‘tf.math.multiply_1[0][0]’]

concatenate_1 56*56*208 | 0 [‘tf.nn.relu_2[0][0]’,”’max_pooling
2d_5[0]01’,’up_sampling2d_1[0][
oIl

dropout_5 56*56*208 | 0 [‘concatenate_1[0][0]’]

conv2d 21 56*56*64 13376 [‘dropout_5[0][0]’]

batch_normalization_2 | 56*56*64 256 [‘conv2d_21[0][0]’]

1

activation_11(ReLu) 56*56*64 0 [‘batch_normalization_21[0][0]’]

conv2d_22 56*56*64 36928 [‘activation_11[0][0]’]

conv2d_23 56*56*64 13376 [‘dropout_5[0][0]’]

batch_normalization_2 | 56*56*64 256 [‘conv2d_22[0][0]’]

2

batch_normalization_2 | 56*56*64 256 [‘conv2d_23[0][0]’]

3

add_5 56*56*64 0 [‘batch_normalization_22[0][0]’,
batch_normlization_23[0][0]’]

activation_12(ReLu) 56*56*64 0 [‘add_5[0][0]]

tf.math.reduce_mean_ | 1*1*64 0 [‘activation_12[0][0]’]

2

dense_3 1*1*8 520 [‘tf.math.reduce_mean_2[0][0]’]

dense_4 1*1*64 576 [‘dense_3[0][0]’]

tf.math.multiply_2 56*56*64 0 [‘activation_12[0][0]’,’dense_4[0]
[0T°]

tf.math.reduce_mean_ | 56*56*1 0 [‘tf.math.multiply_2[0][0]’]

3

tf.math.reduce_max_3 | 56*56*1 0 [‘tf.math.multiply_2[0][0]’]

tf.concat_1 56*56*2 0 [‘tf.math.reduce_mean_3[0][0]’,
tf.math.reduce_max_3[0][0]’]

dense_5 56*56*1 3 [‘tf.concat_1[0][0]’]

conv2d_24 112*112*32 | 9248 [‘activation_1[0][0]’]

activation_13(ReLu) 56*56*1 0 [‘dense_5[0][0]’]

batch_normalization_2 | 112*112*32 | 128 [‘conv2d_24[0][0]’]

4

tf.math.multiply_3 56*56*64 0 [‘tf.math.multiply_2[0][0]’,”activa
tion_13[0][0]’]

tf.nn.relu_4 112*112*32 | O [‘batch_normalization_24[0][0]’]
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Table 3.1 (Continued)

up_sampling2d_2 112*112*64 | 0 [‘tf.math.multiply_3[0][0]’]

concatenate 2 112*112*96 | O [‘tf.nn.relu_4[0][0]’,’up_sampling
2d_2[0][0]']

dropout_6 112*112*96 | O [‘concatenate_2[0][0]’]

conv2d_25 112*112*32 | 3104 [‘dropout_6[0][0]’]

batch_normalization_2 | 112*112*32 | 128 [‘conv2d_25[0][0]’]

5

activation_14(ReLu) 112*112*32 | O [‘batch_normalization_25[0][0]’]

conv2d_26 112*112*32 | 9248 [‘activation_14[0][0]’]

conv2d_27 112*112*32 | 3104 [‘dropout_6[0][0]’]

batch_normalization_2 | 112*112*32 | 128 [‘conv2d_26[0][0]’]

6

batch_normalization_2 | 112*112*32 | 128 [‘conv2d_27[0][0]’]

7

add_6 112*112*32 | O [‘batch_normalization_26[0][0]’,
batch_normlization_27[0][0]’]

activation_15(ReLu) 112*112*32 | O [‘add_6[0][0]’]

tf.math.reduce_mean_ | 1*1*32 0 [‘activation_15[0][0]’]

4

dense_6 1*1*4 132 [‘tf.math.reduce_mean_4[0][0]’]

dense_7 1*1*32 160 [‘dense_6[0][0]’]

tf.math.multiply_4 112*112*32 | O [‘activation_15[0][0]",’dense_7[0]
[0T°]

tf.math.reduce_mean_ | 112*112*1 | 0 [‘tf.math.multiply_4[0][0]’]

5

tf.math.reduce_max_5 | 112*112*1 |0 [‘tf.math.multiply_4[0][0]’]

tf.concat_2 112*112*2 | 0 [‘tf.math.reduce_mean_5[0][0]’,
tf.math.reduce_max_5[0][0]’]

dense_8 112*112*1 | 3 [‘tf.concat_2[0][0]’]

conv2d_28 224*224*16 | 2320 [‘batch_normalization_1[0][0]’]

activation_16 112*112*1 | O [‘dense_8[0][0]’]

batch_normalization_2 | 224*224*16 | 64 [‘conv2d_28[0][0]’]

8

tf.math.multiply_5 112*112*32 | 0 [‘tf.math.multiply_4[0][0]’,”activa
tion_16[0][0]’]

tf.nn.relu 5 224%224*64 | 0 [‘batch_normalization_28[0][0]’]

up_sampling2d_3 224*224*32 | 0 [‘tf.math.multiply_5[0][0]’]

concatenate 3 224*224*48 | 0 [‘tf.nn.relu_5[0][0]’,’up_sampling
2d_3[0][0]']

dropout_7 224*224*48 | 0 [‘concatenate_3[0][0]’]

conv2d_29 224*224*16 | 784 [‘dropout_7[0][0]’]

batch_normalization_2 | 224*224*16 | 64 [‘conv2d_29[0][0]’]

9

activation_17(ReLu) 224*224*16 | 0 [‘batch_normalization_29[0][0]’]

conv2d_30 224*224*16 | 2320 [‘activation_17[0][0]’]

conv2d_31 224*224*16 | 784 [‘dropout_7[0][0]]
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Table 3.1 (Continued)

batch_normalization_3 | 224*224*16 | 64 [‘conv2d_30[0][0]’]

0

batch_normalization_3 | 224*224*16 | 64 [‘conv2d_31[0][0]’]

1

add 7 224*224*16 | O [‘batch_normalization_30[0][0]’,
batch_normlization_31[0][0]’]

activation_18(ReLu) 224*224*16 | O [‘add_7[0][0]’]

tf.math.reduce_mean_ | 1*1*16 0 [‘activation_18[0][0]’]

6

dense_9 1*1*2 34 [‘tf.math.reduce_mean_6[0][0]’]

dense_10 1*1*16 48 [‘dense_9[0][0]’]

tf.math.multiply_6 224%224*16 | O [‘activation_18[0][0]’,’dense_10[0
1001°]

tf.math.reduce_mean_ | 224*224*1 | 0 [‘tf.math.multiply_6[0][0]’]

7

tf.math.reduce_max_7 | 224*224*1 | 0 [‘tf.math.multiply_6[0][0]’]

tf.concat_3 224*224*2 | 0 [‘tf.math.reduce_mean_7[0][0]’,
tf.math.reduce_max_7[0][0]’]

dense_11 224*224*1 | 3 [‘tf.concat_3[0][0]’]

activation_19(ReLu) 224*224*1 | 0 [‘dense_11[0][0]]

tf.math.multiply_7 224*224*16 | 0 [‘tf.math.multiply_6[0][0]’,”activa
tion_19[0][0]’]

conv2d_32 224%224*1 | 17 [tf.math.multiply_7[0][0]’]

reshape 224*224 0 [‘conv2d_32[0][0]’]

Total Parameters: 1435275 (5.48 MB)
Trainable Parameters: 1430315 (5.46 MB)

Non- Trainable Parameters: 4960 (19.38 KB)

e Post-Processing

In order to further improve the segmentation result, a post processing technique has

been used. The outputs generated directly from the proposed model exhibit haziness

due to the pixel values being constrained within the range of 0 to 1 because of sigmoid

function in the last layer. To enhance the visibility of the edges, a binary thresholding

have been applied by rounding the pixel values to either O or 1. Pixels with values

exceeding 0.5 are rounded up to 1, while those below 0.5 are rounded down to 0.
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3.2 ROl EMBEDDING

First, a ROl segmented image has been converted to grayscale image for embedding
the data. Then, it has been divided into two set: cross and dot set as shown in Fig. 3.4.
Cross set has been used for embedding and dot set for computing the prediction error

values.

X o X . X

ix.ix'

Fig. 3.4: Cross and Dot Set

For each cross set pixel, local complexity has been computed by incorporating the
statistical measures. The mean/complexity and variance between the target pixel for

embedding and its neighboring pixels has been calculated using the eqn. 3.6.

4
1
variance = ZZ(complexity — vp)? (3.6)
k=1
Where, V1 = |Ui,j—1 — Ui—l,jl'

Uy = |Ui,—1,j - Ui,j+1|a
V3 = |Ujjs1 — Uil
Vg = |Uiy1,j — Uy j-1| and

(v1+v2+v3+v4)
4

complexity =

In the proposed system, pixels with a variance below the threshold value of 0.5 were
considered to be smooth pixels. Low variance pixels are less likely to cause much

distortion. These pixels are more embeddable than high variance pixels.

For embedding of secret data inside the smooth pixels of ROI, calculated using above
discussed technique, a conventional Prediction Error Expansion Reversible Data
Hiding (PEE-RDH) technique by Sachnev et al. [48] has been employed in the
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proposed system. First, the predicted value P;; for each pixel A;; has been calculated

from four neighbouring pixel U; j_1 , Ui41,j , U; j+1 and U;_4 j by using the eqn 3.7.

Uija Uiy j+ Uy + Ui

= 7 (3.7)
The prediction error can be calculated as
dij = Pl] - Al] (3-8)
The data can be embedded inside each pixel using the following equations 3.9
Aijj=Pj+bifd;==1 _ (3.9)

where, Aj; is the modified pixel after embedding, b is the message bit. The data
extraction process is exactly the reverse operation of above described process. The dot
set pixels has not been modified, so the value of prediction error value will remain
same during extraction process. The embedding bit and original pixels can be

recovered easily.

Page | 40



CHAPTER 4
EXPERIMENTAL RESULTS AND ANALYSIS

The flow of this chapter starts with the tools and libraries used to carry out the
implementation of the project followed by short overview on dataset used. Afterwards
it discusses about the pre-processing technique along with its visual outcomes. In the
next section, various evaluation metrics have been discussed along with the
implementation details in the next section. Further, the detailed analysis of results have

been presented by comparing it with the state-of-the-art models.

4.1 TOOLS AND LIBRARIES USED

A set of powerful tools and libraries were used to develop this project. The proposed
system'’s performance was enhanced by the combined use of these tools. The detailed

explanation of the used tools and libraries are as follows:

e Colab Notebook

Google offers an online Jupyter notebook environment known as Colab Notebook that
permits the writing and execution of Python code. It provides a collaborative
workspace to perform data analysis, machine learning and deep learning tasks. Colab
provides users with free GPU and TPU resources for accelerated computing, as well
as a smooth integration with Google Drive that makes it simple to share projects and
access data from drive. The entire project has been developed on Colab notebook with
T4 GPU.

e Tensorflow Framework

It is a framework that is freely available for machine learning and deep learning
applications. It consists of several libraries that aids in creation, training and
deployment of deep neural network tasks. Its user friendly keras API helped in
developing neural network models and provides extension set of tools for training

models. In this project, keras has been used for pre-processing the data, creating layers
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of proposed model, model learning through activation functions and optimizers for

training of proposed model.

e Scikit Learn (Sklearn) Library

It is a python library used for data analysis and mining. It has been used for splitting
of the dataset in this project. Scikit image, which is based on Sklearn, is widely used
for image analysis tasks. It is used to determine the structural similarity of images

during the data hiding task.

e CV2

It is an open-source OpenCV python library that specializes in image processing tasks.
It provides ample amount of image processing tools that are convenient to use. The
CV2 library offers an extensive range of functionalities that streamline the execution
of intricate image processing tasks, allowing users to create sophisticated applications
with comparatively less effort. CVV2 has been used in image augmentation task and

mapping of image with segmented mask in this project.

e Matplotlib

Matplotlib is a python library used for creating interactive visualizations. It is used to
design customizable plots, graphs, scatter plots etc. Matplotlib turns out to be a
priceless tool, helping the users to convey results and derive useful conclusions from
their research. In this project, Matplotlib has been deployed for visual interpretation of
images, qualitative and quantitative analysis of proposed system.

e Figma

Figma is a powerful editing tool used for designing precise graphical illustrations. It
can create interactive diagrams to simulate flows and interactions, essential for
presenting designs. The architectural diagrams of the existing and proposed
segmentation model has been created using Figma. It offers user friendly interface,

powerful set of plugins and functionalities.
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4.2 DATASET

A PH2 dataset, a benchmark for segmentation of skin lesions, has been used to evaluate
the suggested segmentation model. PH2 has been released by Mendonca et al. [49] and
has been the first public dataset for skin lesion region based images with segmentation
masks. It consists of 200 dermoscopic images of melanocytic lesions with their
corresponding ground truth mask. The image size vary from 553 to 769. For memory

optimization, the images has been resized to dimensions of 224 x 224 x 3.

4.3 PRE-PROCESSING

As the UNet 3+ is a deep learning model, it gives the best results when a large amount
of data is fed to the model. As a result, some data augmentation have been applied to
expand the quantity of data used in the training process. The parameters of the

augmentation operations are shown in Table 4.1 together with the name of each

operation.
Table 4.1: Data Augmentation Technique
Operation Parameters
Rotation Between -40 to 40 degree
Flipping Across horizontal axis
Height Shift 10% in the vertical direction
Width Shift 10% in the horizontal direction
Shear 10°in the counter-clockwise direction along the x-axis

The size of the dataset approximately doubles after applying data augmentation
techniques. The Fig 4.1 shows the sample of images and their segmentation mask after

applying augmentation techniques.

Vertical Horizontal

S Original Rotated . Flipped Height shift width shift . Shear
N Image and Image and image and .= p . d image and
o Mask Mask mask tmage an tmage an mask
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5
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Fig. 4.1: Image Augmentation Techniques on Skin Lesion Images

4.4 EVALUATION METRICS

The evaluation metrics below are utilized to assess the performance of the proposed

segmented model:

e Accuracy (ACC) - It is characterized by the number of pixels that were correctly

predicted compared to the total number of predictions. It is given by

TP+ TN
TP+FP+FN+TN

(4.1)

Accuracy =

¢ Dice Coefficient (DC) - It calculates the number of positives and penalizes for the

false positives predicted by the model. Its value ranges between 0 and 1.

2XTP

Dice Coef ficient = X TP + FP + FN (4.2)
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e Jaccard Index (JAC) - It evaluates how much the predicted mask and the ground

truth mask are alike or different.

TP

dIndex = ———
Jaccard Index = 55— T EN

(4.3)
e Sensitivity/Recall (SE) — It is the ratio of predicted skin lesion pixels to the actual

skin lesion pixels. It can computed using

TP

Sensitivity = TP+—F]V

(4.9)
Here, True Positive (TP) is the number of pixels correctly predicted by the model as
skin lesion pixels. The proposed model predicts the number of background pixels as
skin lesion pixels (FP= False Positive). The number of skin lesion pixels misclassified
as background pixels is represented by FN = False Negative, while TN = True
Negative represents the number of background pixels correctly classified as
background pixels by the proposed model.

These metrics have been used to compare the performance of the proposed
segmentation model with the already existing models to measure its efficiency and
effectiveness on PH2 dataset. These metrics help in overall quantitative analysis of the
proposed model and suggest the parameters to change if there values are not
satisfactory.

To measure data hiding's performance, the PSNR value and SSIM value are calculated,

as described below:

e Peak Signal to Noise Ratio (PSNR) - The difference in reconstructed image
versus original image is measured by calculating how much noise or distortion was

introduced.
2
PSNR =10 * logyg == dB (4.5)

Where, the maximum possible value for the pixels in the image is MAX. MSE is the

mean square error, dB= decibel.
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e Structural Similarity Index Measure (SSIM) - Identify the average structural
similarity score between the two images. It has been implemented using Skimage
python library. Its value ranges between -1 to +1. When the two provided images
have a value of +1, it means they are nearly identical, and when the value is -1, it
means the two are significantly different. These numbers are often adjusted to be
within the range of 0 to 1.

4.5 IMPLEMENTATION DETAILS

The PH2 dataset has been separated into a 75:25 division for the purpose of training
and testing. The training data is further divided after augmentation into 80:20 training-
validation split. The Python programming language and Keras framework were
utilized to implement the proposed model on Google Colab Notebook. 100 epochs
have been spent training the model with Jaccard distance as the loss parameter. An
Adam optimizer was employed to improve the training process with a learning rate of
0.001. Check pointing has been incorporated during training to save the model’s
weights so as to resume training from the point where the best performance was
achieved, in case any crash occurs. Fig. 4.2 illustrate the training and validation

accuracy, as well as training and validation loss across 100 epochs.

In the Data hiding part, secret data has been converted from string to binary and then
embed using the equations discussed in section 3.2 after calculating the local
complexity of pixels. The size of the secret data has been calculated using the number

of smooth pixels computed by local complexity method.
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Fig. 4.2: The left graph shows the proposed model’s training and validation loss, while the right
graph shows the proposed model's training and validation accuracy on the PH2 dataset.
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4.6 RESULTS OF THE PROPOSED SYSTEM

The proposed system's results are discussed here, with a focus on both qualitative and
guantitative evaluation. The comparative performance analysis with other existing

models has also been discussed in this section.

4.6.1 ABLATION STUDY

This study helps in determining the impact of different modules of the proposed
segmentation model on its performance. Below Table 4.2 discusses about the
contributions and significance of each component by methodically removing them and
then monitoring the changes in performance that occur.

Table 4.2: Ablation Study on Different Modules

Method Loss Function Training Training Testing Testing
Used Accuracy Loss Accuracy | Loss
UNet 3+ Binary Cross 0.9145 0.2206 0.9058 0.2397
Entropy
UNet 3+ + CBAM Binary Cross 0.9635 0.0945 0.9358 0.1529
Entropy
UNet 3+ + CBAM Jaccard_distance 0.9659 0.0300 0.9518 0.0425
+ RESIDUAL
BLOCK
UNet 3+ + CBAM Jaccard_distance 0.9914 0.0083 0.9679 0.0308
+ RESIDUAL
BLOCK
+DILATION RATE

From the above Table, it is clear that each component of the proposed segmentation
model contributes to segmentation accuracy, and the proposed loss function reduces
training and testing losses significantly.

The other experiment done on this aspect involved the comparison of different batch
sizes and learning rate as depicted in the Table. 4.3. The batch size of 32 and learning

rate of 0.01 performed well on PH2 dataset has been determined by the experiment.

Table 4.3: Effect of different batch sizes and learning rate on model over PH2 dataset

Batch size 16 18 32

Learning Ratey | Acc Jac Dc Acc Jac Dc Acc Jac Dc

0.001 0.965 | 0.962 | 0.930 | 0.950 | 0.957 | 0.9137 | 0.967 | 0.969 | 0.9372
7 8 3 9 3 9 7

0.003 0.955 | 0.959 | 0.922 | 0.964 | 0.968 | 0.9387 | 0.964 | 0.968 | 0.9427
2 7 6 2 7 4 2
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4.6.2 QUALITATIVE PERFORMANCE

The qualitative outcomes of the proposed segmentation model has been verified
through the comparison of the quality of the segmented mask generated with the
ground truth mask, along with the ROl and NROI segmented images, as shown in Fig.
4.3.
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Fig. 4.3: Qualitative Performance of the Proposed Segmentation Model

The effectiveness of the proposed model has been assessed by comparing to other
existing models. Figure 4.4 shows that the UNet model misclassified background
pixels as skin lesion pixels, resulting in white patches around the segmented ROI. The
proposed model enhances the segmentation result closer to Ground Truth by

incorporating both residual and attention mechanism.
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Fig. 4.4: Skin lesion images alongside their ground truth in first and second column
respectively. The predicted segmented mask by UNet by O. Ronneberger et al. (2015)
and the Proposed Model in third and fourth column followed by ROI segmented image

of the proposed model in fifth column.

The performance of the data hiding method can be seen from the Fig. 4.5 below. It
highlights the visual comparison between the original image and the embedded
complete image (stego-image) after embedding the message in the ROI part. The
original and stego-image are indistinguishable to the human eyes, ensuring the
effectiveness of the embedding process. It became impossible for an attacker to detect
any presence of secret data. It is interesting to note that the contrast of some of the
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images has been enhanced due to embedding. Nevertheless, there is a need to conduct

more studies to support this fact and the underlying mechanism.
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Fig. 4.5: Visual Comparison between Original image and Embedded Image

4.6.3 QUANTITATIVE PERFORMANCE

Table 4.4 provides a summary of the effectiveness of the proposed segmentation model

for training, validation, and testing on the PH2 dataset using evaluation metrics defined
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in section 4.4 and loss parameter. Based on the metrics value, it can be concluded that

the model has not overfitted, and it did well on both the training and test sets.

Table 4.4: Proposed Model Performance

TRAINING VALIDATION TEST

ACC 0.9922 0.9872 0.9679
DC 0.9781 0.9683 0.9372
JAC 0.9929 0.9884 0.9697
SE 0.9901 0.9805 0.9582
LOSS 0.0077 0.0122 0.0308

The performance of the proposed model has been evaluated against other UNet models
which has been published previously on the PH2 dataset by using the standard metrics.
UNet is the base model for skin lesion segmentation but it is not able to perform well.
First, residual connections have been added to base UNet to overcome the degradation
problem, which slightly increases its accuracy. Then attention gates were added to
improve the segmentation results by highlighting only relevant region. Then, the Unet
architecture has been redesigned to UNet 3+ by incorporating full scale skip
connections. It enhanced the accuracy to 0.9579. But, CBAM+Ref UNet3+ surpasses
this by reducing the redundant skip connections. However, it did not optimize the loss
function and could not able to handle deformations around skin lesion boundaries.
Therefore, the proposed model use dilated UNet3+ with optimized loss function to
overcome these issues and to enhance the segmentation accuracy. Table 4.5 shows that
the proposed model performs better than other UNet variants in every aspect.

Table 4.5: Comparison of Proposed Model with other Models

Method ACC DC JAC SE
U-Net [36] 0.9225 0.8761 0.7793 0.8165
ResU-Net [49] 0.9258 0.8856 0.8085 0.8213
AU-Net [50] 0.9389 0.9012 0.8445 0.8787
UNet3+ [38] 0.9579 0.8762 0.7976 0.8990
CBAM+Ref-UNet3+ [8] 0.9604 0.8848 0.8136 0.9010
ARU-Net MD [10] 0.9656 0.9265 0.8857 0.9161
PROPOSED 0.9679 0.9372 0.9697 0.9582

The following Table 4.6 summarizes the performance of data hiding method by listing

the total number of bits embedded, PSNR value of the stego-image and SSIM
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comparison between original image and embedded image. It can be noted that images

with hairs in the ROI part has less embedding rate than other images.

Table 4.6: Performance of data hiding method

Image No. Number of bits embedded PSNR value SSIM
1 18163 29.50 0.9877
2 18215 31.34 0.9884
3 14999 30.71 0.9895
4 18878 30.99 0.9925
5 21981 31.86 0.9881
6 18008 31.96 0.9871
7 8876 31.28 0.9842
8 905 46.98 0.9975

4.6.4 COMPARISON WITH THE STATE-OF-THE-ART MODEL

The proposed model has been compared with the current state-of-the-art models for
the skin lesion segmentation in below Table 4.7. The comparison shows that the

proposed model outperformed state-of-the-art models across all metrics.

Table 4.7: Comparison of Proposed Segmentation Model with State-of-the-Art

Method ACC DC JAC SE
FCN [1] 0.9282 0.8903 0.8022 0.9030
UNet [36] 0.9255 0.8761 0.7793 0.8165
SegNet [35] 0.9336 0.8936 0.8077 0.8653
UNet++ [51] 0.9535 0.9281 0.8711 0.9484
UNet 3+ [38] 0.9570 0.8762 0.7976 0.8990
Proposed 0.9679 0.9372 0.9697 0.9582

The mean PSNR of the proposed system is 33.08 dB and the mean SSIM is 0.9893
while the method used by Gao et al. [37] has mean PSNR value is 34.24 dB and mean
SSIM is 0.8578.
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CHAPTER 5
CONCLUSIONS AND FUTURE WORK

5.1 CONCLUSIONS

The proposed system has introduced a novel and robust skin lesion segmentation
module based on baseline U-Net architecture. By incorporating residual connections,
an attention module and employing dilation rate, significant improvements over the
baseline model have been achieved. The proposed model has been trained and tested
on PH2 dataset and achieved excellent performance with accuracy of 0.9679. It has

been able to surpass the state-of-the-art model for skin lesion segmentation.

The proposed segmentation model has been able to deal with complex skin lesion
images with artifacts, hairs and bubbles, without any pre-processing of images. Some
of the predicted segmented masks have been more accurate than their corresponding
ground truth due to the efficient learning of deep neural network model. Some of the
unwanted contours that the model has not been able to detect has been removed using
predefined python library. The overall result produced by the segmentation model

mark the significant advancement in the field of image processing.

Some amount of data can be embedded within the ROI of the medical image using the
proposed system. The SSIM value indicates that the image is not distorted much. It
recover the secret data without any loss. Thus, maintaining the security and integrity
of the data. However, the embedding capacity of the proposed system is still low.
Moreover, some more pre-processing technique like removal of hairs can be deployed
to improve the embedding capacity of images with hairs. The proposed segmentation
model can be integrated with high performance data hiding model to get the robust

security system for medical data.
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5.2 FUTURE WORKS

The following are the possible future research that can further enhance the

performance and capabilities if the proposed system.

For the future advancement, the model can be trained on different body organs

dataset to measure its versatility and performance across various medical imaging.

Efforts can be made to overcome the problem of unwanted contours by the model
itself, without using the CV2 library. Refining Model so that it should be able to

segment ROI with continuous irregular boundaries effectively.

There is a scope of integrating machine learning or deep learning models for
computing the local complexity of the pixels to automate the task. This may prove

to be effective for large size images.

The proposed system only hides data within the smooth pixels of ROI. To improve

the embedding capacity, more data can be hidden in the NROI part.

Since the PSNR value of the proposed system is not that much satisfactory, there is

a room for improvement so as to improve the image quality.

Data encryption technique can also be incorporated to add an additional layer of

security to the data against unauthorized access.
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An Improved U-Shaped Network for ROl Segmentation of Skin

Lesion images

Skin cancer, a serious public health concern across the world, is a deadly
disease if not diagnosed at an early stage. It is often diagnosed through
dermoscopic images that usually have low contrast, irregular boundaries
and contains irrelevant artifacts. Due to these factors, the segmentation
of Region of Interest (ROI) for effective diagnosis of this disease
becomes a challenging task. However, UNet, a U-Shaped Network has
proven to be an efficient segmentation model for medical image
segmentation, but the result mostly suffers discrepancies with the
ground truth segmented mask. Therefore, this paper introduces an
improved UNet 3+ architecture with residual block at both encoder and
decoder to handle gradient degradation in this deep network,
incorporates attention module to focus on relevant features and reduces
redundant skip connections. The improved model has been evaluated on
publicly available PH2 dataset and achieved an accuracy of 96.62\%,
dice score of 93.84\% and jaccard index of 96.79\% on test data. The
model surpasses other state-of-the-art UNet models for skin lesion

segmentation.
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Review on UNet Architecture for Image Segmentation

In the rapidly evolving field of computer vision, Image Segmentation
plays a significant role in various applications such as medical image
analysis, image compression, satellite imaging, among others. Among
the many segmentation approaches, the UNet models emerged as the
most versatile technique for image segmentation. This review explores
the UNet architecture, covering its variants, limitations and performance
on benchmark datasets. Furthermore, it also highlights recent
advancements and innovations in UNet architecture such as dense
connections, attention mechanism, deformation convolution to increase
the accuracy and efficiency of the model. Through this analysis, the
author elucidates the potential future works that can be done in the field

of image segmentation.
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